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This paper presents a three-element dipole ESPAR antenna and a USB stick ESPAR antenna
for variable beamforming in wireless secret key agreement system. Wireless communication
exchanges data in safety by cryptography technologies. The modern field of cryptography
technologies is divided into two areas of symmetric-key cryptography and public-key
cryptography. In the symmetric-key cryptography, a regular terminal needs to exchange a
secret key with its party terminal for applying the secret key to encryption and decryption. This
exchange must be done in secret from eavesdroppers. However, that is difficult in wireless
communication systems. This is because, if the regular terminal transmits the key on a radio|
wave, it is easily intercepted by eavesdroppers. This is called key distribution problem. As a
solution of this problem, a wireless secret key agreement system was proposed. The system
generates and shares the key by making full use of wave fluctuations in space and time. The
wave fluctuations are generated by changing the radio propagation environment around the
terminals or varying the directivity of a variable beamforming antenna. However, the system
has a problem. This problem is that a part of the key is estimated to intercept wave fluctuations
by eavesdropper under some propagation property or antenna performance conditions. As
degree of the key that isn't estimated by eavesdropper, secrecy of the key is defined. As a
solution to achieve high secrecy of the key, we design and prototype variable beamforming
antennas. This is because, secrecy of the key depends on wave fluctuations, and wave
fluctuation is generated directivity fluctuation formed by the antenna. We expect to improve
secrecy of the key when the antenna is designed by FoMs to indicate its performance. However,
there are no FoMs that correlate with the secrecy of the key. Therefore, there is not a report on|
an antenna design and prototype for the system.

This paper aims to establish a variable beamforming antenna technology that improves the
performance of wireless secret key agreement systems. We propose five FoMs for antenna
directivity that correlate with the secrecy of the key to generate. The FoMs are defined from
relation between the directivity and the wave fluctuations made by controlling the directivity.
We show the validity of the proposed FoMs by computer simulation. This is done by showing the
cross correlation coefficient between secrecy of the key and the FoMs. Based on the FoMs, we
design and prototype two kinds of variable beamforming antennas.

First, we define five antenna FoMs. These FoMs are classified into two categories: (1) FoM of]
directivity complexity and (2) FoM of directivity diversity. The FoM of directivity complexity
shows fluctuation quantity of directivity. As the FoM, Endfire to Broadside Ratio (EBR), Locus
Line Length (LLL), and Cumulative Beam Width (CBW) are proposed. The FoM of directivity
diversity shows directivity fluctuation independence of space and time. As the FoM, Parameter
Domain Correlation coefficient (PDC) and Azimuth Domain Correlation coefficient (ADC) are
proposed.

Next, we describe about the validity of the five FoMs. We investigate two characteristics by the
system simulation. First characteristic is percentage of improving secrecy of the key by the

FoMs. Second characteristic is a cross correlation coefficient between secrecy of the key and the




[FoMs. RS profile correlation coefficient between regular terminals and an eavesdropper is
defined as secrecy of the key. RS profile is values before quantizing the key. Simulation model of]
wave propagation is Transmit-Receive Beamlet Correspondence model. As results, validity of
PDC is highest compared with other the FoMs. The cross correlation coefficient between PDC
and secrecy of the key shows above 0.77 at RNR over -10 dB and K factor below 3 dB. And, the
percentage of improving secrecy of the key gets up to 40¥%. RNR and K factor are wave
propagation properties. RNR is Received signal to Noise Ratio. K factor is Direct wave to
Reflection wave Ratio.

Then, we design and prototype variable beamforming antennas based on PDC. The system
employs an ESPAR antenna. This is because, features of ESPAR antenna conforms with feature
of a antenna desired by the system. The system is expected to apply mobile communication
required very little ‘computational resource. Therefore the system desires antenna features of
compact size, low power consumption, and low cost. The ESPAR antenna has the same antenna
features as ones. We investigate optimal element space of 3-element ESPAR antenna for the
system by PDC in analysis and measurement of directivity. As the result, optimal element space
is sixteenth-wavelength.

Finally, we prototype a USB stick ESPAR antenna by utilizing the previous results. The
antenna shows downsizing of one-eighth and the slightly better value of PDC in comparison
with the 3-element dipole ESPAR antenna having quarter-wavelength element space.




